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Swings (!::> 

±fB4^ X ^ ^ > y;KHlg§:S: D^'^ :/J ffl X ^ ^ > :/;KbI 
±fB Hi ;^ [Hiss ^ il b T ff^^ 3t X t'- ^ ^ f# ^ C 

b> 

n^(^^t:>7 h(DR^^-^\z%mi^rz.±u^m ' 

3 ] iijfc^l 1 X{1 2 {C;fe(.^T. 

\mim 4 ] 2 3 t-43V^T, 

m^n;t 1 t'^y h(7)2<iiffi^^S^tT. -^C7)^]ll 



2 

±IB4^ vffl A^ ^ >y;HI-^®SX{i:^;^'ffl A ^ ^ >:/ 

i^xitmmtj'-^tLxu^^L^i^m^ir^m^it 
'^y^j^\zm^'^n%>m^m^^m^-t^W)Vfh^mz 

- ^ (7) V >-rn;5^ ^ ^ 0 JiA ^ (- L . 

±$Em2m^mmizm^x. h^^mi^x±9E 

±m^3m^mmiz:^^^x. ±t^^m^tirzn^\iy h 
(.^T±iBm 1 mmi!im^z:i5^^xmK)jh^tirz$^^m 

7 ] m^m 5 6 \z^\^^x. 

im^m 8 ] If 6 XU 7 tC^l^T, 

mm-^nrzi tf-y h(7)2fiifi^c7)^3ii ct^3io(7)ttj^ 
1 y 2 (cffiiE-r'Sct 3 f^mnmm^^mtDn^ z: 

i^fm^(D^mmm^ffozLt:x\ xti^nrzy'-^ifZM 
^K^{^ti\^'^xti'f-^iz'D\^^x(Dmm^nfji\^^^ 1 (d 

x-^^^^L. Xtly'-^O^^y h^^^VTcXtt 
y'-^\Z'D\^^X(Dmm^nti^^m2(Dy'—i^^^^]^. 

±$mmmn(D^mjzft^i:^x. ±mmi'r-i^^±i^m 
2^-^<D\^^'rnf)^^±i^m^<D^mmm(Dtht3^ii.x 

mmzryt^n. 

±mm^^m^<Dt^mm\t. ^mox\tmmi(D^ti^ 



(3) 



002-311826 



3 

[is*^ 1 1 ] mi^m 1 0 \z^\^x. 

WZL--J h^zx^^mmmxi'^mmmm'^^'Drz'T 
^^■scy'-^x\t^^^(DmmmiL5'-^izM}^^Lrz4^K 

- ^ ^zMft^Lfz^i^m • ^^mm^n ^ ^ x ^ > :/ 
%^xf}m^)s\^(om^mmzn^>^-^^x^y}^'^^tim 

h^±.m^^'r-^x\mn'X\zn\^xnm-r 
h(DK^'T—^(D\^^'fnf)^—:^^M^^^t^^o\z 

^wm\^xxtim^^^x'^^'^^ntzi^K'&=f-^x 

\t,^(D±\d>y h(DK^^-^\Ztms\^fz.±.WMm ' 
-Ho 

[if 1 4 ] iijR^ 1 2 Xti 1 3 (C^l^T. 
±IBteB • ^^Saiifl. DESRt^ - «^7JU=i'UXA 

Ko 50 



4 

±iB^>^'A{c^^$n^iij^<f^fs. ai^^^iHigsT 
0 <7)aiJi^^{5{^ 1 / 2 \zn^-r ^mlE^^xm^& 

[0 0 0 1 ] 

[%m(Dm'r ^i^m'Am] z,(DmM\t. ^^mt-^iumt 

[0 0 0 2] 

DES (Data Encryption Standard) 

n:m{zm^^^nx\^^^mmmyu-y^f^nx^^. 

m(D'T-^yu-\z^mx'^^o W-'X'f-^yu-x 
IP hx\tn^^m {m^(Dxn^A.) ^n^tz 

-sem^ffi^. DRsxu. ^mthm. 

m\:f)m\:^mnxmMx^^o rztii.^m\:t:'i^mtx 
m:(Dx^i^=3.— ')y^'f)mt^^. ii<Dx^i^a.-ij 

\Z. ^^\Zt^\.XAS\iyhmx'rZ^=r-Uy^y'-9 
[0 0 0 3] il^coDE ST;U::fUXATti. Ir)1;¥:^ 

{znLx^t'^izmi:^^mmi^^rfo. ^cd^^. \Hum 

n^'^Xtimmz^WLX^it'T^CDX. dp a (Diffren 
tialPower Analysis) r£'rcOi^fh5£[LS^fT^^'^'ri/^c z:^ 

^0. DPAmxift. mnmm^m^mEmmi^xmn 

m^m^i.. mA.^iuES(D$>^U6^{z^^i.rz^^m 

mLxmmr^o 9§nm^m^\z^it^itfj:^^^z(DiiF 
n^^Digb, iEi.i^^m<D^i€\z\tmmmMf}^±^r^}d 

[0 0 0 4] ±$^<D^^rs.DP A\z^^uEsmm^zi^^ 

-r^i^mo^mtLx. 4*^2 0 0 0-0 e e 5 s 

m^^$>^o z:(D{L::mizMzm.<DtiWiX\t. vx^a(7)/t^ 

^■7X^b> ff^-^^^ai;'j-r^mjJCBt-^3t;^^evx^ a 
[0 0 0 5] ±tB»^{CfB«cDS^ST'f5. 

r^. zcD-^x^^mmi^rzL^izup Aiz^^mm^ 
n^^.nf}^$>^<Dx\ sm^<Dxt!mmiz:$6if'f^^A^ 
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[0 0 0 6 ] 

f)^^^^B±tjim^'^t:^^^^^rji^-^7.^\znf>t^L^rzmw- 

<;^cJ:oTL^Po DP A{cJ:^/S^Kjl:<7)fca6(c 

^Sificti^y ho:>n^—yf)^m^n.^^^o\zx^%>z.t.(DM. 

wmm^mtn.<. t:>p A\z^^mm(o'^m^^n\.x 20 
CO GO 7] z^cDrnm^m^. mmm^x^'^m\z 

[0 0 0 8] 

mn<Do'^R^m^h(D<DWi^^mmzMmm\^. t 30 

9^±,$u^^^^-^\zi^m\^rzu& ' m^mm^no 
i^ffl X ^ ^ > >^;U[§IK&a^'JS^x - ^ {c^^ L /ifeM 

Rz:^^^:^m::^^^>^)v\B\^x<om^m<Dtii.m • ^^co 

[0 0 0 9] :$imjz:^i^xm^^n^mm(Dz)'^m(Di^ 
mm^h(D(Dmn^mmzmm-ttii,^. m(DmDx$> 

(D\,^-rtif)^—yj^^>yi^izmDj^^. ipt^^'f—^^ 
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^xmDtti'tmi'^^mwciB]rrui\ mmmnm - w^^co 

[0 0 10] 

[^mcommmm] muzu. zcD^B^iz^.^^^mt 
-mmmm. mmt-mmt^^Rziicti-h^izm 

y^mf)^^^nx^^^o z.(Dmmmx\t. oESBt-^n 

h2^nm\.x\Hm%wmmn3 tt^o ± 

^v^nn^^yh^t. mmz:t{zR^mn.^m^4\z^^ 
X. mm^mmmsx{Hummm^±}d^yh^^t^^ii: 

^0 

[0011] yyyjmmi^^^zymnm e ^^-:^*m 
nm7<D2mmmi^izmM^nx:Bo. j^m::yh2 

s^m^^xm^T^o zi<Dj^^f^m^x<Di 

mmmmm9^m^. f?-^t:^v h 275-5" 1" u^m'^^ 

[0 0 12] ^2ic«. :^9^nn^u±iy^f)mm-r^ 

rc^(Dm0.m^^^^nx\^^^. i^ES(7:)m^itymmt 

m^^xn^n^. 

[0 0 13] DE SC7)y;U=/UXAtl. ^"^KW-SiCOJ" 
-^ya—tmo^y'-^ya-iz^WlX^^. ^X^— 

^yu-x\t. I Pchcfcti'n^sj^KM mncDxnm 

y'-^^^mx.. 0 3T^$n;^ceM-^^®ll^l 6 

[Hi^Dji-ro m.mz±.{u.^y{tL^n^n3 2 e-y h^^^- 

[0 0 14] DESTti. mmttmmtijmir^mmx 

X. nm\t%^-r^f)^. my'-^^Ttiz. ^mizMvx 
[0 0 15] msiz^^tifc 1 e^BKomoMLiuw^^ 
{•in^m^mmxm^^tixi^^. sBox\tAti4 s 

h'^yh. mt!3 2^y b(D. )V^^\Z\^tz.^ 
^MST'^^o SBOX(7)^^7^-y;Ufi, FIPS- 
4 e-^ANS 1-80. I SOtr^C7)rt§J&^*ffi«$nT 
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[0016] ±fg(7)J:^7^ci:DE S 7;i-r:* 'J X^A^^OO^ 
(Differential Power Analysis) |ci:^fl:irjS^W(Cig(.^ 

[0 0 17] x:>p A\z^^mm^mm\z't^y5^tkhv 20 

T, MtS(7) J: ^ \zmWi 2000-066585 ^^«<7) 
^ffi^l^fr^iglc, =r-^\Ztf^f)^^X\^^^7.^y>':f)V 

-So 

[0 0 181 CCDj^^^Ttl, ^^#^-^<:7)^t:ty 30 

;^S:?^c<i:. igff^-3^{ci t'^y hcD^^^x-^^f^^t- 
sBox) ^mAz^r>xmni'^ntcmi.'f-^m 

(SBOX-BAR) <DZZmm(D SB OXf)<mM^n 
^l.Xn^\i^y h^Z^D. SBOX<hSBOX-B 

S BOXiiS BOX-BAR<D\^^'fnf)^—:^(Da!itimn 

^mmhi.xMDth-ro 

[0 0 1 9] ±fBSBoxcoff 0:5^. si^mizmm 
m^^msiz^-r. ms (a) (Dmyj^^^xti6\iy h 

tp4\iy hX^^tl^m^ (0-15) . m^\p\f)^Xt2 
(Dn^2\lyh (0-^3) , mi)^nX^^^Wi^f)^'^(DX 
ti\zn't^\htiA}d-jh (0-15) ^^LTl^^o K 
^T^-^fflS 1 -BARti. 06 (b) \Z7fi't^O\Z. 
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^jcT^o mh (b) \ZS \ -BAR<D^'^mf&i)^^.-^n 
Tl^^o 115 (a) :£±(7)" 1 4" t^. A;^??)^*" 0 0 0 

0 0 0" c7)i:^<Dttl:^fi^^UTi.^^o c:<7)tB:^ic^^^t; 
T-^ S 1 - B A R ti. 0 5 ( b ) (D;&T (A;b" 1 1 1 
111" (Cffl^) CO. " 1 4" ^j^lA^ii-/!:" 1" 

{0 0 2 0] mm(D:n^u-\iv^\zm^^^ts(D\t. 

(b) c7)ct^(C^ff»L/c^^mp£T^-S. -rUt^-^. 
116 (a) cO#j^feT'-^ffl{3^^lSUfcS BOXtC^^U 
T. 06 (b) \Z7T^\ytz^o{Z. I^USBOXtC^^LT 

^ ^ Mffi T ^ t:) T V^o 
to 0 2 1] *^^<7)^?^CT<hLTti. 0 7 (a) 

/i<i:^(cA:;b{pjj(o^(c-r yn-^m'^^m^-ytcSBo 

X, ^'5iiti07 (b) (c^b;^i:^(cai::'j{PJJicco^'f 

yn-^m^^wtmzSBoyiLmmu^'^m^ m) 
[0 0 2 2] ^ 8 (ct^. i^mmz^^^^mt ' ^^{bS 

^nrv^^. IP. i'p-\. mx'xzyD.-^}y^*mu. 
mum 2 f^\^^i.mA ^^^xmmi.tz'D e s cos*7;u 

i^T. Axm.'^n^mmtimi\z^^^x\^%'f-^^K 
tnt^^t^^^yyh.^z^'^-t^u^. Bxn^n^mm 

[0 0 2 3] 08 lC4oV^T. AC7)^^^-r >A^~^Ih1S& 
^ilb;^cJ^fe«^i, ^c^A;^fi^ch^il»^m^Tai? 
$ n ^ -7 ; 1/ y U ^ it T' tb ^ li- ^ J; ^ t c ^ ^ n T I. ^ ^ 

0 9-r^bAcj:^(i. i\zy h(Dmm.m^^^m\z 
^^i^^mmmmm^^mm i.x^mmt^M^f)m}$.x'^ 

^\%. misimntmmof^i^^(D^^^ti^n. mum 
^f)<mm\fx^±.m^ ^\^y h(Dxtim^f)^KU^nx 
ai:^^n^o ms(D^^\Z'^ >n-^^^^^)i^^u 
^•^^m^^^Tzm^^x^. m9(^xo\zmmmmmm\m^ 

^m^^tzm^X^. MOS FETT«^gb^c:^^{CtlK 

^m\z\i^m'£mcm^mi'xm)SLX'^^(Dx^^'fn^m 
h.x^i^mt,t^\^^. 

[0 0 2 4] 010 \Z\-X. \%n'f—^mnWifO:>^—^ 

yu-^mm'^^tz^(^':fuyCfmtf^7^^nx\^^^o m 
1 0 (a) mum^. -D^vy'-^cDR^/im^ 
^^^-T'saicm^cofa^^*" o'^ (Dt^(Dmi^^^vx 
i^^o 010 (b) mumn^^" i" coh^a^mrf 

m^f)^'' 0" <Dt^\z\±. 010 (a) (D^o\z. 

1" (Ot^iZ},t. 010 (b) COcfce^lC, ffiAKMEfC 
A^x-^'^LTMB (Bti01O (b) (DR^m^X 



(6) 
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tllftn^tiE (M) . E (MB) tU^o t£;k:$£gE 

{tmn(Dmism:^9i}:mrj.(Di:\ e (mb) itE (m) b 

iS^=' 0" (Dt^iZE (M) . iiJ?fi-^ = " 1" (Dt 
^iZE (M) (DR^m^lf^^o 
[0 0 2 5] 01 1 {Cti. SBOXli^timi^^^(D'r- 

-oXfftotl^o mi 1 (a) iZir^-r^Oiz. SBOX(C 

(b) \Z^'t<^o\Z. Xtim^^^XB (XCDSfe^- 

[0 0 2 6] mi 2 iz\t. y'-i^cDK^y^m^mo^m 
izmm^nxi^^n.m^^^o:>4mm^mm^^mm u 

7.^y^Lrz.m^xh. ox icDitm^^^ oxiziSii^^m 
n^mumn^ i^xmrn-r^ z.^f)ix^^. 
CO 0 2 7] 1 3{cti. z.<Dmm\zm^^^n^ox I 
\tmmiEm^o:>~'mmm (Dy^u-jc^mf)^^^nx\^^^o 

:Z(Dmm^]Xn. SWi(Diyy huz^x^f)^^)y^mzm 
m^ti^o i^y hU'jy.^(DW^m^B i\z\t. ^cotb 
tim^tmm^B s(Dintim^h<Dmmmmmmm^ 
nxxtim^^^ti^o m2mEB2(Dmtimmt. sl 

mmmm^tixms^BB 3(DAtlm^t^n^o 

^3^@B 3;J/^b«^^B8^Ttllli;:):(ceAbtl 
[0 0 2 8] ;ic7)||JS^JTfi, >-:7 hUvX^B 2~B 

8TEit^ti;^cti^y htmmi.xm\:^mzr^'Dr^h^ 
\z. Bix(DmmmmmmmM\z^y)m'Kmi.'^^. 
^%ML^^mt^^(r>immmkmntmm.\.x. mmo 

Xtll tC{Sofc«^{r=t>, zyyV^B2tB^<hf^xm 

:i:tcj^fe$i±T. ^so<h^siicoai^^^5 o%ro 40 

[0 0 2 9] *:5gH^tC43V^T> iBDPA^ffi^ft^t" ^ 

-^(7)0X1 m^Jt^^S 0%JCifi<f -SdchT. DP A 

\z^^m^^mm\z-r^ziLf)^'^mt.t^^o -z^^^k^. m 

^m'^imw.xmm^mz^ r> x \i-^^mfcox\ 
±mox ittimitm^s oxizt^citiz^o. mmm 
mx(Dmmmm^^mit ^ nx tr- ^f)m<r^'z^xL^ 

y<DX. f}^f)^^DP A{z^^mMf)mm\z/s,^h<DX$> 50 
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[0 0 3 0] z<Dm^mx\t. m$^mmLrzJ:v\z. w- 

m^n^^oizt^. ^m\:\z^^-f^m^mi.mwn 
\z. y'-^^n^z:ty>yi^\zm.m.-r^. nn(Dmw 

mmLx^nm-r^o n^<Dmm^^n^i^w immm^ 

n\B\^^mML. ^-^(Dnn{z^^xm.n^^(^tht} 

[0 0 3 1 1 z<D^mm\zvt^i>t. ^ni^n.mmf)^mm 

ULxmn.'r^:^m^^^m. :^:^mtt^nr^rzmz 

a6, i\E](DmM\z^^^^^mm\t^nn(D^:^tmU'X^ 
^Lx. :z(Dmmmxit. dpa^^m^a-K'^x 

7izmo^^/vX^^^(DX\ yy hOjiy^zJ:Dtm^m 

[0 0 3 2] mi 4{c«. c(D^m^mm^n^ 1 c:b 
- }^(D~mmm(D^mm^^^^nxi^>^o i cti- h 

^;^-Ki 0 i(D[Hmzmm,^tirzm^i.r^i^^i'f-yy 

tf-\^m^y y c7)5^B6S-? \zmm^nx^^ ^ is&<oig.#. 
mm) 102 ^m-D^ mwi(om.^ 1 0 2 mxm 1 

siz^-Dxtm-r^^yfjimMi^Tvcc. mmMmm 

O- 2/ I RQ/x^-ch^n-S. IC;^— HtS, 7!?^;!?^^^ 

0 2 ^MLxm^Lm^o-y-'y-c ^(D^yu^ 

[0 0 3 3] 01 5{C(1. Z^CD^miZ^^^ I CtJ—l^\Z 

^) (D-'mmm(omm':^ay^mf)^^^nxi^^^o mm 

[0 0 3 4] :i(Dm^^Z%^l Ctl-\^m'^yZf(Dm}^ 

{UT. mzCPVtl^y) , ROMIRead Only Memor 
y)^R AM (Random Access Memory). ^}f^ttp<^U 

(EE PROM) rJ,^^m^mmm. mmtj^cummm 

g) . All!,tl^^~'h (lyo^^-h) t^Et^^t^^o 

[0 0 3 5] ^u-j^^^m^\t. m^\.ti\^^^)-yy 
-f^ (nas^^^s) fi^^mi(Dm^.i 0 2^i^i.xm 
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^IBcZSi^'i'^f^^'^MM'^^o RAM. ROM. EEP 

-r^s^T^^o zi-7'u^Ly'^\x. mzwm\^tLX.o^ 

[0 0 3 6] ±aSHSm^MO^t), ROMti. leffiiF^^ 
^A^^^T-S^^UT^^o ff^ll^^U (I^T, R 

^t^n^t.mM(Dm^ti^^'^-^n^tc^. JiIbram<7) 

[0 0 3 7] ±fB^SI5!tt^^U (iUT. EEPROM 
(Electrical Erasable Programniable Read Only Memor 
y) hL\>^o) P^g<7)»€^A;i^'pTBfefj:^ff^14^^ 

%ttm±'^t\x^^(n\Hmz^^-^n^. cic^EEPR 

5^ ^ < ^ e ft ;0^nT t> «lf T-c ^ T^- ^ ^ *&*rt-r -5 

m.m^^fz.mzm^m.7L^n^. :z(Dm^(Dmm^ 
til. ^j-y'7'ii^i)^m-f)^nxhi c;^"Hrt-eiete^ 

^t-r^i^^MTJ^^^^-S/^i?). EEPROMT^Jt^n-So 
[0 0 3 8] CPUtl. V^t^t^^-x'-r^DT'Pir'yitt 

cpv\t. Roufji^iz^m^nx^^^^^^m^m 

7)^-h^:^^bTA^l$n^^a^-5'(^SiOiA^. RO 

^<7)M^tiiL. R AM-^E E P ROMiC^^ 

[0 0 3 9] ±tSCPUtl. ^Oy^^^m^-fJ^^m^ 
$n^S/7.7^A^ D yC^m^^^\fit(Diy7.^LK^ a y 

^mmz^-ox^sb^n^mi^^-f ^y^. mm^h-D 

^-JVmUO S F E T JiN^i- y^JimUO S F E T t;^^ 
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(Dct^fciiA^x^' ^S)f^oJHE;^J:CMO S A^T-^^^lHl 

{.XffoJ:oUCUOSy^-r^ y^\^^L^^tSo 
[0 0 4 0] nynir^yittl. mitaiftB.gL;^c<i: p (CF^g|$ 

j'-^^nnzityyyA^z^^r^o 
nn^mmLxiKwr^. ^^(D^m^^n^mw 

<7^ m ;^ ^ jI t- ^ « ^ ^ ffi ^ ^ . 
[0 0 4 1] zi(Dmmm0i c:h-\^\z:i5i^xh, 

-r^fzmzp^mmmi^mmu^t \^^vmn.:^m^t o 

Mmjiy'-^iiim^'^mx^D. dp 

A^^M^/N- K'>xT^C^0iA^T^^'5^7)T:. D P A^^ 

20 m(Drzisb\zcY'v^^^^tmi¥^noiii^m^^u\^'^(Dx^ 
-'^*iz^.^uA^^f)^^m < xmts. 
[0 0 4 2] ±.$^<ommm^^'b%^ti^i^mm^\t. t 

(1) Atimii^m\z:}6\.^x. ^Xy^-^xitmns: 

(Dmmmity'-^\Z%iit^Lrcim^y'-i^y.}ft^(D±\:L 

y h<DRm'f-i^<Di^-rti^^-':^^y>yi>.izmo'^ 

}vm^msKU^-^\zn^s\^fzum. - m^mm^no 

30 ^^iimT.^^yyyjv^Bimzi^^. t^timiR\^mz^o± 
X ^ ^ > :/;HeI?Sx fl^f.:^^^ x ^ ^ > >^;KHii?§ 

x^n^x\t^:^y'-^^m^z.t\z^K). mmr^m^ 
xmmizL:^^h^^mzDP AMmiz^k^mmum^m 

[0 04 3] (2) ±$^{zmXX. nm^^y h^±$^ 

^n^mnmn^±mAttmiRmm\zWkf^Lx. ±tm 
y'~'i^<D\^^'rtif)^-j5^mD'^is^oizi.. ±tm^\z 

y h^i^mLX±$^y'-^^±td.7f.zym:<^'^yyjlls} 

mmi^xxt)mR^mxmK}^^^tirz$m^'r-^xift 
^(D±\iy hcoK^y'-i^ {z^ift^i.rc±mum • ik^m 
m^nrcititim^^mDih-rz^\z^D. mmummz 
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[0 0 4 4] (3) ±mzm^r. ±tiim'm^m 

f}^^m^(7)mmitf}^^mzt^^t^^oyj}~^y}m^ti^. 
[0 0 4 5] (4) ±mzimA.x. y>yi.\z^^^ 

1 X 2 izmjE-t^ ti^^v mmt^m^^mut^ ^ t iz^ 

[0 0 4 6] ^y.±:$^^mm<^ofji^nrcmm^mmmiz 
^-^^M^i^m^zmmLtzf)^. ^mMm\tmmmmmizm 

>\i^-^\t. ir::>o^mwmmMmmmizm^^n^ 
h<Dm. cpvt^(Dmm\Bimm^^y':fxm^^n 
X. i'D<o^i^zL~-)i'mmzmm'^nxu^h<Dx$>^ 

[0 0 4 7 ] ±U'^'^ ^an>\£oL—^\t. "f-i^M^ 

^'^^tirzROM^^/vx±m^-^mm^m\zm':>x 

'T--i^<DX\i!itimi^tmion^h<DX^tl^lMX$>^X 

o \zmm^m(Di^^mtji^m'^-r ^nz2>\io.-^\zm< 
mmx^^h<Dx$>^o z(D^mit. m^^t-mn^m 

^izjAKmmx^^o 
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